
Clubs continue to expand their use of technology. Whether it is 
posting pictures through social media, electronic signatures or 
utilization of third-party vendors for managing data resources, it 
is vitally important that you take steps to manage the risks that 
come with the expanding opportunities technology offers.

If you utilize third-party organizations to support your data 
management, be sure to conduct your due diligence. According 
to The National Institute of Standards and Technology (NIST) 
Roadmap for Improving Critical Infrastructure Cybersecurity, not 
all critical infrastructure organizations have a mature program 
and the technical expertise in place to identify, assess, and 
reduce cybersecurity risk. Many have not had the resources to 
keep up with the latest cybersecurity advances and challenges as 
they balance risks to their organizations.

Research provides three opportunity areas to help support a 
camp cyber security loss control program.

1. Conduct due diligence on all third-party vendors

2. Maintain a Written Information Security Program (WISP)

3. Strengthen password protection to reduce vulnerability 

A club crisis can occur at any time, and without warning. When 
a crisis occurs, it is highly likely a number of outside entities 
will need to be contacted to help resolve it, including Markel. 
There is a variety of information available to guide you with the 
development and implementation of your crisis response plan. 
According to the Insurance Institute of America, the following 
information is most often included in a crisis management 
procedures manual:

• The purpose, scope, and organization of the manual.

• The structure of the crisis management hierarchy, 
including the chain of command, composition, and general 
responsibilities of the emergency teams appointed.

• Evacuation instructions, including explanations of alarm 
signals and diagrams of exit routes.

• Loss prevention and loss reduction procedures organized by 
peril (natural, human, or economic) and separated into pre- 
and post-event measures.

• Procedures, addresses, and telephone numbers for contacting 
the fire department, police, medical services, pollution-
control personnel, and other sources of help, including senior 
management.

• Communication procedures during and after the emergency, 
especially procedures to notify employees of progress towards 
resuming operations. Also address who will manage media 
inquiries.

Assign specific responsibilities to staff members so there is no 
confusion about who should evacuate employees, records, and 
crucial business equipment. Very importantly, have a backup plan 
in case critical personnel are out at the time of a catastrophe. 
Know ahead of time what you need to take with you in an 
emergency. Identify alternate power sources, and evaluate the 
crisis response capabilities of your vendors.

Another part of your backup plan should involve the storage of 
your crisis management plan and other vital documents.  Keep a 
copy of your crisis management plan, important contact numbers 
and other vital documents offsite, in a secured location. This 
allows you the opportunity to access this information even if 
your site is destroyed by a fire, tornado, or other disaster.

Keep in mind that even if you currently have a crisis management 
plan in place, practice makes perfect.  Practicing different 
scenarios helps to ensure everyone knows their responsibilities 
should a crisis event occur. 

Always involve the resources of the BGCA National Headquarters 
to help with managing a crisis event. Effective crisis response is a 
matter of timing; the sooner you advise National of an issue, the 
sooner you can work to achieve a positive outcome.  In addition 
to the national headquarters, notify Markel. Notifying Markel’s 
claims department gives you experienced professional support 
that can assist in the resolution of your crisis.

For additional information on crisis management you can go to 
Markel’s risk management guide available in our risk management 
library at www.riskmanagementlibrary.com/CrisisResponse/
Pages/CrisisResponse.aspx. Click on the “Safety Resources” link.
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1. Conduct due diligence on all third-party vendors
Mitigating and Managing Vendor Security Risks – Outsourcing 
to third-party vendors means increased benefits and increased 
vulnerabilities without sound security and risk strategies 
suggests, at a minimum, an organization should obtain the 
following information as part of its due diligence process:

• References and experience

• Financial information

• Security expertise of its personnel

• Background checks on it personnel, if required by  
applicable law

• Specific means and methods used to protect data,  
including privacy and security policies

• Any  past privacy or security-related complaints or 
investigations

• Audit reports or security testing by your company or 
independent third parties

• Security incident response policies, including assurances that 
security incidents will be communicated promptly if systems 
or data are potentially compromised

• Contractual assurances regarding security responsibilities  
and controls

• Nondisclosure agreements covering company systems  
and data

2. Maintaining a Written Information Security Program 
Outlining how you want to manage your club’s technology helps 
establish a framework for your staff to follow. This is where a 
Written Information Security Program (WISP) can be effective.

Combating Cyber Risks with a Written Information Security 
Program provides that a WISP should include the following:

• Designation of one or more employees to maintain the WISP

• Identification and assessment of reasonably foreseeable 
internal and external risks to the security, confidentiality, and/
or integrity of any records containing personal information

• Identification of locations where personal information is 
stored (e.g. paper records, electronic records, computer 
systems, and portable devices)

• Limitations on the amount of personal information collected, 
the time such information is retained, and access to such 
information for those persons who are reasonably required to 
know such information

• Implementation of ongoing employee training

• Imposition of disciplinary measures for violations of WISP rules

• Verification and contractual assurances that third-party 
service providers are capable of protecting personal 
information

• Regular monitoring of the effectiveness of the program and 
adjustments as may be necessary

• Review of the program at least annually

• Documentation regarding responsive actions to breaches

3. Strengthen password protection to reduce vulnerability 
The National Institute of Standards and Technology (NIST) 
further outlines, poor authentication mechanisms are a 
commonly exploited vector of attach by adversaries; the 2013 
Data Breach Investigations Report (conducted by Verizon in 
concert with the U.S. Department of Homeland Security) noted 
that 76% of 2012 network intrusions exploited weak or stolen 
credentials.  Multi-Factor Authentication (MFA) can assist in 
closing these attack vectors by requiring individuals to augment 
passwords (“something you know”) with “something you have,” 
such as a token, or “something you are,” such as a biometric 
(camp director). 

These steps should help make your passwords easier for users to 
remember, yet difficult for hackers to figure out. 
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